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Abstract DOM, Ul design, BR and glossary. Furthermore, this
paper demonstrate the opportunity to associat&® b
This paper presents a Strategy, based on with artefacts belonging to other mOdelS, like emt

requirement patterns (RP), aimed at improving the test cases (see Fig. 1). According to Ross Co[rd
requirement analysis discipline by allowing busimes UCs and test cases make an effective combination in

analysts (BA) to produce more reliable Sw two ways: when the UCs are complete, accurate and
requirements in a significantly shorter time, clear, the process of deriving the test case is
minimising the overall requirement risks. In numes ~ Mechanical. If the UCs are not in good shape vireyi
business organisations, IT systems are increasirgt  test cases facilitate debugging the UCs. Therefore
strategic significance. In extremely competitive while UCs describe in detail the services that the
environments, such as investment banking -whese thi System will have to deliver, the test cases enthae
methodology has been tested- modern and advanced the system provides these services as agreed.

systems can enable the organisation to obtain and t |

. . . . . . SOFTWARE REQUIREMENTS
maintain a predominant position in the market, hic 1 |

. . «d
in turn results in a greater ROI. F’:j pomain o0t || ucessrues |-

Regrettably a number of academic and industrial | B —
studies depict a catastrophic picture about SW | ? ] |

«class diagram» | use case» U

projects: most of them are likely to fail and, logjly, | em || functona || cutgemniton |

the probability of failure grows with the size dfet e M 3

project. The project failure factor varies withia ST RaDEL
range of 50% - 70%. Furthermore, such studies e e

clearly show that requirements is the area wher th Testcases

major risks reside. The proposed strategy is based
the introduction of elegant, well-proven, technglog
agnostic, architecturally-compatible, simple and
reusable patterns that, focusing on the functional
requirements, expand on other requirement analysis
artefacts such as domain object model (DOM), research focuses on the functional requirements

Eusmes; r.ules (BR).’ user ;nterfacg (L1 andfglqs;sa | modelled through the UC notation as described @& th
eyworas: requiremen patterns, unctional oy umL specification [2]. This is central to all
requirements, non-functional requirements, domain gwer artefacts. The behaviour of each UC included

Figure 1. Requirement models relationships

2. Rationale

The requirements patterns concept proposed by this

object model, business rules, use cases, UML. the corresponding diagrams is given in terms of a
) structured natural language i.e. a template. @lhdsvs
1. Introduction practitioners to illustrate the sequence of intéoas

between actors and the systems necessary to achieve

This paper considers the Use Case (UC) formalismthe UC goal. Restricting the functional requiretsen
as the foundation of the requirement analysis modelling exclusively to UC diagrams and the
discipline. However, it also provides practitiomerith corresponding specifications would be too rigid not
a number of other requirement-related artefactsatea  only for the requirements patterns concept but fdso
beneficial to BAs regardless of the process andordinary UC models. Therefore, it is necessary to
formalism employed. design a mechanism to parameterise the UCs and

The RP core consists of UC models, including their requirement models to enable their convenient ee-us
specifications, which are linked to other artefdite



This mechanism, consistently with the UC notation,
has to:

present a variable level of formality (it is impamt

to remember that one fundamental audience of UC
models is the user community);

provide development teams with an important input f
the design and implementation of reusable business
components.

RPs focus on UCs and expand on other models like
DOM, Ul and glossary. Therefore, when a pattegt th

be organised in a core part that cannot be easilyprovides the solution for a specific requiremerfer®

changed plus a number of parametric sections whosdo Wwell-defined, interrelated business entitie®. (ia

definition represents the customisation of eacglein

pattern to the specific need.

The solution envisages using the BR document to
delegate the definition of the customisable pavtich
are directives that differentiate the use of specif
requirements. In this way it is possible to defin€
scenarios with  parametrical sections whose
specification is delegated to well-defined entries

portion of the DOM) and/or a Ul model, these czsoal
be incorporated in the corresponding requirements
model. Furthermore, it is possible to include e t
glossary an explanation, given in natural languade,
the concepts presented in the class diagrams.

A typical approach for business requirements
analysis and documentation consists of focusingf fir
on the services that the system will have to delive

(paragraphs) included in the business rules documen modelled via the corresponding UCs, and then
Therefore, the traditional use of BR is enhanced to validating them considering the organisation of the
include the specification of the parameterisable corresponding business entities, modelled via class
behaviour. diagrams. Typically, the definition of these class

The adoption of this technique to model UCs diagrams requires a review of the UCs. This is the
presents a number of advantages, independently fronfase, for example, where the business entity streict
the usage of the requirements patterns. For exagritpl  initially assumed in the UC was not fully correat o
reduces redundancy. Typically, the same BR arecomplete.

referred to by several UCs and by other artefaeis. ( .
design model). Therefore, instead of copying and 7 E

pasting the same BR across a number of different
artefacts, with evident problems related to
maintainability and traceability, it is possibler&fer to

the same one stored in the BR document. Furthermor
BR modelling, depending on their nature (constgint
algorithm, etc.), can require different notationsor
example, one of the most effective ways of expregsi
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an algorithm is to use the UML activity diagram &w .
notation, while some market regulations are better Pomain Object Model S
expressed in natural language. Therefore, UC inotat S

is not always the most appropriate tool to expBis.

@
Statechart Diagram

For the above-mentioned reasons, BRs must be storedfigure 2. Models of requirement patterns

in a single artefact and then be referenced byhall
others.

The main mechanism for customising the proposed
RPs, referred to as a light-weight customisation,
consists of specifying the content of the BRs refir
to by the requirements themselves or simply acogpti
the proposed ones. However, this is not the ordy w
as, in fact, it is also possible to change evenglélse
including the UC specification itself (this is aawy-
weight customisation). However, these kinds of

The DOM is a key artefact for SW development not
only in balancing the related UCs, but also in gsas
an input for the production of other fundamental
artefacts like: components design, database design,
system messages design and user interfaces.
Furthermore, the analysis of a number of business
services is better approached using the opposite
strategy: defining the business entities’ orgaiosat
and then consequently modelling the UCs that,
manipulating these entities, are able to providersis

changes are pervasive and therefore they should bVith requested services. RPs also fully suppoities]

used only when it is absolutely necessary.

Another advantage of this technique is relatedsto i
capability to distinguish, clearly from the sourtkee
part of the requirements that do not change oftem f
the ones that vary more frequently (i.e. sections
defined in the business rules document). This Ishou

approach: BAs can decide to include in their models
specific section of a DOM and then design their own
UCs. Therefore, although the RPs idea focuses on
UCs, the other models also assume a significant
relevance (Figure 2).

The overall RP idea consists of enabling BAs to
search through RP collections for specific



issues/domain problems and to extract the model
required. Each pattern can comprise a number of
models:

Change password

<<extend>>
temporary password or password expired

« one or more UC diagrams; Sl
. . . h: d
+ a set of UC specifications (templates) which w
specify the dynamics of each UC present in the User " <<extena>>

.. challenge personal data

diagram mentioned above;

« a number of pre-defined paragraphs to be included
in the BRs document whose definition represents
the main mechanism to customize the RP.
Furthermore, UC specifications can contain topics
to be added into the overall glossary;

Change personal data

Figure 3. Authentication use case diagram

For each of the presented UCs, the RP, include the
corresponding specification. In this paper, due to
space limitations, only a small fragment of firsteo
(User Authentication) is presented (see fig. 4).

» aclass diagram which models the business entities; ysecase Date: SOTAGTZ005
including their relationships, referred to by the.U | " *=eA™eET | erauhenteston  [Vewion: | 000001
A textual description of the mentioned entities can | """ The sysiem verties the crodentale neeriod by the Leer an, f these are

. . . et valid, then the user is authenticated, otherwise the system executes a well-
be included in the glossary. Some business esntitie defie procedure depending on the number of corsecuive faied og-
can present a well-defined lifecycle modelled by a ey e
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performed to verify that the implementation of the [z ssem Determines that the user login s valid. BR: SEC:login_ validation
SpeCIerd SerVICGS are COI’I’ECt and robust- 4 SVSIemi Determines that the user status is valid. BR: SEC:: login_user_status_validation

5 System: Verifies that the inserted password matches the corresponding internal one.
BR: SEC:: password_matching
3 ] Case Study 6 System: Verifies that the user's password is in anlg!Idsétggjpsa.sswcrdistamivaldauon
7 System: Determines that the same credentials are not currently in use.
. ) ) BR: SEC::credentials_not_in_use
The following paragraphs discuss a small portion of | § | Sytem | Resets the consecusive unsucoessiul loins courer.

a case study in order to provide readers with the | geen | toasstewerspotie

praCtlca| aspeCt Of the proposed theory In pﬂ‘HI’C 12 System: Insert the user’ Iogmlnlhe"userscu?reRr;tSI(JEg(zq:e::S;:zTEZO'IIeismms*vahda"on

this methodology has been successfully employed in ' DOM: Loggedinusers.addieurrent_usen) '

global investment bank for the development of a [ Swem | Shous e wsers mem.

security system designed to implement authenticatio G TN ol T )

. . . . 3.1 System: Shows an error message.

authorisation and data privacy services. The [s2 [syem | Resunesarpoint.
- . . Alternative Scenario: User login not valid.

experlment employed patterns preVIOUSIy deSIan an 31 System: Determines that the maximum number of consecutive failed attempts from

extracted from requirements successfully used for e o2 oo s o e e SR

Slmllar prOJectS These |ncluded twenty elght U@S, 32 System: Lrl;cr:iz;elsnlhe number of consecutive failed attempts associated with the

large DOM, an extensive BRs document, etc. From |38 oo | e e the secuiy audit i

1 1 3.5 System: Resumes at point 1.
thls |arge pattern Co”eCtIon’ we have SeleCted an Allemaliv:Scenario: Specifiedppassword does not match the internal one.

example Whlch |S related to What |S Commonly and 51 System: Determines that the maximum number of consecutive failed attempts related

to the user has not been reached.

incorrectly perceived to be a simple service: user BR: SEC:: maximum_attempts_against_user
authentication. This service was selected because} ™ | ™™™ |t o ssocats winthe comeston e veer
everybody is familiar with it, it allows the presation s %EE Ehnghl%m:ln%ml udiai

of a pattern that includes a number of different — ' '

diagrams, it is a service that everybody initialiguld Figure 4. Authentication UC specification (Main and

consider extremely simple and straightforward, &ut some alternative scenarios)
more detailed analysis highlights a number of  The proposed version is particularly appropriate fo
important aspects that not everybody would think enterprise systems. This is because it includes th
about. In the employed approach, BAs would start logic necessary to detect possible intrusion attemp
from the UC diagram depicted in figure 3. (from a specific location and/or against a preciser)
and to check that other users are not currentlgddg
in with the same credentials. Furthermore, theee a
extensive controls related to the status of ther,use



his/her profile and password, which are complex
objects with a well-defined cycle of life, etc. &h
authentication UC specification presents a numlfer o
areas where the corresponding default behavioer (i.
business logic) can be redefined. The definitibthe
corresponding BRs is the main lightweight mechanism
to customize the UC specification. In particuldme
proposed UC specification presents the following
business rules: login_credentials, login_validation,
login_user_status_validation, password_matching, ssward_
status_valdation, credentials_not_in_use, useril@refatus_
validation,maximum_attempts_connection, maximuneragts_
against_user, maximum_attempts_against_useFhese allow
practitioners to define simple behaviour, like the
maximum number of consecutive failed attempts

allowed from the same remote address, or more

complex ones like the conditions that, if verifiéarce
the user to change his/her password.

The default rule states that the user’s passwosd ha

to be changed if its status is temporary, which msea
that the password has been automatically issuateby
system, or its validity time window has expiredhe§e
are examples of parts of the service that are stubje
change from one implementation to another, and
therefore their implementation requires a degree
flexible.
rules whose definition is given in term of algonith
modelled by UML activity diagrams, like the
calculation necessary to generate unique user id.

The authentication UC specification also includes a
number of references to the pre-defined corresmgndi
part of the DOM (figure 5), highlighted by the si
“DOM” written in bold. As mentioned before, UCs
and DOM describe two different projections of the
same “entity”, which, in this case, is the autheatfbn
service requirement.
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Figure 5. Part of the DOM
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The BA, as usual, can decide to integrate the
propose sections of the DOM referenced by the UC*

specification, or to use his/her own. In this ¢abe
most significant entities: user, profile and passiyvo
are provided with the corresponding UML statechart
diagrams that can be included in the BA model.
Moreover, the UC specification refers to a well-
defined user interface (U:SEC::USER_AUTH) whose

of
Other UCs foresee more complex business

object oriented model is a part of the user requénet
as well.

Finally, the pattern adds in a number of terms (for
example,Authenticationand Authorisatior), including
the corresponding definition, which can be included
the Glossary document.

4. Requirements patterns categories

The concept of pattern in the SW community has
been used with a number of different meanings. The
pattern notion considered by this paper presehigha
level of compatibility with the original Alexandra
idea [12] that each pattern describes a recurring
problem in the particular problem domain includthg
corresponding solution. This provides practitiener

with the possibility of reusing the solutions a rhen

of times without having to study the same problem
over and over again [3]. Therefore, the real ¢dea
is to produce a catalogue of elegant, well-proven,
extensible and re-usable requirements patternfien t
same way that the authors of the book [4] did f& t
design model. In particular, RPs are reusablel-wel
proven, architecture friendly and high-quality
requirement models for recurrent problems, obtaased
result of the experiences from development of real
projects. These patterns are provided with theéestn
of their usage, including forces, and they are giesi
to be customisable by modifying the linked business
rules
From the analysis of real world projects requiretagn
it has been possible to divide RPs into two main
categories: domain specific and general purpo3és
former are particularly suitable for specific domsi
like security, e-commerce, banking, etc. This gatg
presents some similarities with the work of Bjarftr
related to his studies to formally define the pewbl
domain via a formal mathematical language. Thedat
are patterns, like data entry, searches, data sisaly
and so on. These are typically extracted as dtreku
the process of reengineering patterns belonginpeo
previous category. Therefore, the previous categor
a first-level application of the patterns presenthis
set. However, both categories are proper patente
they provide a well-defined solution to recurrent
problems, either domain specific or more general.
RPs can provide practitioners with:

elegant solutions that not everybody would think

of immediately;
» technology and programming language agnostic;
» architecturally compatible and consistent solutions

that have been proved through successful
implementation in other projects;



« well-proven solutions identified through the proven solutions identified through the analysiseafi-

analysis of real projects; projects, their feasibility and their ease of
« high level of flexibility; implementation are guaranteed. In addition, these
« simple but effective solutions; patterns provide BAs with important tools for veiify
« reusable solutions; the validity, accuracy and completeness of the
+ aframework for developing CASE tools; requirements specified by users;

time and cost saving These objectives are the logical
consequence of a number of factors. First ofBfls

did not have to model a number of requirementsesinc
these were already provided by the patterns. Ufds a
scenarios can be labour-intensive to capture and
document. ([10] and [11]). Furthermore, the
advantages: requirement models present a high quality level and

time saving These RPs allowed BA to save time and they are architecyure-friendly. The requi_r(_i‘ments
effort invested in modelling the requirements and Pattems can be raised to a further level by iriogd

therefore they were able to invest more time in the design medhel .andl implementatfiorrl]. In f"?‘Ct’ other
proper requirements analysis and less in the formal©UtPuts of the implementation of the security syste
aspect of their modelling. This time saved is oy &' reusable design model related to the secufty. R
related to the initial production, but it is exteddto the | nerefore, the selection of a RP has the potettiti

number of re-factoring iterations that BAs typigall P2ring with it models belonging to the design and
undertake. Often reviewing a model generateserip implementation phages. Finally, their presencxmmﬂl_

of a number of other models. For example, revigwin managers to organize te_ams where not all business
a package in the DOM necessitates the review of all2nalysts need to be experienced.

UCs that, starting from the described entities egate standardisation of the business areasA number of
a number of services, the Ul, the business rutes, e practitioners started realising that the large labdity

. : ; : il f out-of-the-box components evocated by fdetand
higher-level of quality. Analysis gathering discipline 0 .
proved to be a complicated and particularly critwart J2EE architecture has not happened. One of the
of the SW development process. It is not always €XPlanatory factors can be found in the lack ofriess
possible to think ahead about all the differenteatp d(_)malns standar_dlsatlon_. This probl_em can be_: _dolve
of a requirement (especially for the more complex with the RPs, which provide a core with the degiip

ones) and as a result, a number of changes cam occ:ﬁf rt_]he_flows of actions, il:clu;iing thhg poihnt \;\éhetrm ”
that can produce serious consequences of the groce de alvlour can vary. -I;] ere orec,i to;fs shou h provi Fd
outcome (e.g. requirement creep). Furthermorgs it 9€velopment teams with a standardisation that wou

not always possible or affordable to employ a BAs allow them to produce well-defined and reusable
expert in very specific domains, like e.g. in ITegty. software components. As proof, the developmenmhtea

Therefore, RPs are extremely convenient in theseis investigating the idea of releasing a few icomgas

scenarios. Furthermore, RPs explore all scenarids  (© th€ open source community. . .
possible alternatives present in the analysed tapit ~ '€2Ming. RPs provide junior BAs with an effective
therefore they do not leave any aspect unexplored, V& Of improving their technique. Furthermore, egiv
often they present a way of modelling the same their _quallty and . elegance thgy aIIov_v the less
requirement that not everybody would think of experienced analysis to produce high quality ougom
immediately, they are “implementation friendly” and

consistence since they have been identified inipnsv 0 Related work

projects, etc. Finally, each pattern, typicallycludes . - .
other models like the DOM and the Ul model that are "€ RPs idea is in some ways related to previous
often neglected because of a project’s time andéiud works in thls area. The most relevant works are:
limitations. As proof, the issues tracking systetis( ~ Parameterised UCs introduced by Cockburn [7],
project used the software Jira) showed that thexs w where two examplle_s of patterns”are discussed. One
not a single log related to change requirementshier ~ SUCh pattem, theffind whatever”, represents the
security system. They were all related to fiximgla researching data function, and the second relates t

only 10% to the implementation of new services. Eypical CRUD functionality. ool G e
risk  reduction. This advantage is a direct Patterns for Effective Use Cases”[8], in this case

consequence of the overall quality enhancementthere are differences starting from the patterrtfonp

described above. Furthermosince the RPs are well- Which is clearly illustrated by several quotes uuted
in the book. E.g. they propose to consider pattamss

e a set of superior solutions that can also be very
useful for training purposes.

5. Advantages

The RPs adoption produced the following



merely a sign of quality, and strategy. They dd¢ no highlighted by the unusual presence of two main
consider pattern language as a complete strategy foscenarios.

writing requirements, but as a set of guidelines to

support practitioners fill a gap in their knowledge 7. Conclusion

evaluate UCs quality, etc. Therefore, there is an

important divergence from the idea presented is thi The overall hypothesis is that the RPs strategy

paper. provides practitioners with an effective instrument
“Use Cases Patterns and Blueprints by G. produce higher quality requirements analysis more
Overgaard and K. Palmkvist [9] efficiently.  This, in turn, produces two major

Bjgrner's study [5] where the author investigates advantages:

specific domains (like the railways) with the airh o project cost reduction requirements are gathered

representing them via a formal mathematical languag more rapidly, there are fewer change requiremetcs,
The current IT body of knowledge embraces a risks reduction. This is achieved because the

number of patterns methodologies applied to otherextracted requirements present a higher-level guali

disciplines of the software development procesg li and because the saved time can be invested in more
analysis patterns and design patterns. Althougbeth critical activities.

are extremely interesting, they are out of the scop The latter advantage is particularly important einc
this paper. commercial surveys still indicate that the major

Although several academic studies and empirical number of software projects fail because of prolslem
researches present some similarities with thiscaar, with the requirements stage.
there are also a number of important differencélse The initial study and corresponding investigation
most relevant ones shared by all other approaalees a showed a huge success during the requirement phases
« some approaches do not consider UCs at all (e.gwhere UCs and the corresponding DOM were
[51, [8]) produced by copying patterns from a document. The
« approaches that focus on UCs are often not fully whole set was produced in only twenty three marsday
compliant with the corresponding standard ([7]) ~ and with virtually no change was requested durireg t
. most of the approaches focus on one artefact anagwhole process. Furthermore, architects could hienef
do not expand to the wider concept of Sw straightaway from a whole set of requirements that
requirements. Either they focus on the functional allowed them to design the architecture and theesys
requirements or on a sort of static view ([5]). With no delays.
Other important requirements artefacts, like DOM
and Ul, are simply ignored 10. References
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