Near Field Communication

Mobile and Ubiquitous Computing
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Overview

* NFC applications
* Relationship with RFID
* NFC Architecture
* NFC and Android

Sources:

1. Jonathan Main, NFC Technology Overview:
http://www.nfc-forum.org/events/oulu_spotlight/Technical Architecture.pdf

2. Richard Grundy, How to Build an NFC application:
http://www.slideshare.net/traceebeebe/nfc-bootcamp-seattle-day-2
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Wireless technologies

Data
rate
1Gb Wireless USB/
Ultrawideband
100Mb ,

1Mb

100Kb

0.01m 0.1m im 10m 100m 1km 10km Range
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Standard applications

AR Use your NFC

;’ ':z
\? . phoneasan
Y PR event ticket

Get information £,
by touching
smart posters

Print from your
camera by
holding it close
to the printer

Set up your
wireless home
office with a Consumer
touch i
Device Share business
cards with a
touch
Get on the bus
by waving your
NFC phone L with a tap of your
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Elements of NFC applications
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Payment

Google = y ‘CII:_;Tf----------:
] 5 :50% OFF:;
- . :

Google prepaid card
w .
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RFID standards

* ISO/IEC 14443

— Included as a base standard in Digital Protocol and
Analogue specifications.

* |SO/IEC 18092 —NFCIP-1

— Included as a base standard in Digital Protocol and
Analogue specifications.

* JISX 6319-4 —FeliCa

— Included as a base standard in Digital Protocol and
Analogue specifications
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Card Emulation Mode
Make contactless transactions:

Mobile payment, Ticketing, Access control,
Transit, Top-ups, Toll-Gate

Peer-to-Peer Communication
Connectivity:

Data transfer, Fast easy & convenient device
asscciation, setup & configuraton

Reader Mode
Access information on the move:

Content distnbution, Information access,
Smart advertising
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Payment application

funds are approved / declined
Approved/ 5
Declined || 6 ks e : BUPRRRCS. = SIE i
. = * : ¥
é‘ Carrierwi | - -,q ; — --,'. i P — ’E
OTA Suppon : oooo.oooooocooz 2 4 § v‘sA v‘ § cm ;
- - eSS I MC it i Chase :
Basic Authorization Process: Sooneneee o BRI RGO+ AMEX i f B
1. Customer makes purchase f Mar TSV i E
2. Merchant's terminal sends request L — '
3. Merchant's bank forwards to CC company | Carrier or JV
4. CC company forwards to Customer's bank e T r e
5. Customer’s bank (determines: approval or decline)
and CC company and merchant’s bank are notified
6. Merchant's terminal is sent a message
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NFC Forum architecture

NFC Card Peer-to-Peer Mode Reader/Writer Mode
Emulation Mode

Applications

NFC F Protocol Bindi
°IP OBEX, e Re(!}r];?ype
T
card. Definition
Emulation &
Smart Card
Capability ‘ LLCP NDEF
for Mobile Logical Link Data Exchange
Devices Link Protocol Format
- E————

Tag type 1,2,3,4

Mode Switch

| RF Layer ISO 18092 + ISO 14443 Type A, Type B + FeliCa
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NFC Forum architecture

NFC_ Card Peer-to-Peer Mode Reader/Writer Mode
Emulation Mode

Applications

NFC F Protocol Bindi
°IP OBEX, e Reg;‘;'%pe
———
card. Definition
Emulation &

Smart Card

Capability LLCP NDEF

for Mobile Logical Link Data Exchange

Format
Defines the radio frequency characteristics of an NFC Forum

device. e.g., shape and strength of RF fields.
Determines the operating range of devices.

g type 1,2,3,4

v#
Mode Switch

AL Analog specifications
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NFC Forum architecture

NFC_ Card Peer-to-Peer Mode Reader/Writer Mode
Emulation Mode

Applications

NFC F B | Bindi
* OBEX, Reg;';?ype
| - ce——
Car d Definition
Emulation &

Implementation specification for digital aspects of ISO/IEC
18092 and ISO/IEC 14443.

Defines the building blocks for communication.

Digital Protocol specifications
‘ SELayer1S0 - Analog specifications
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NFC Forum architecture

NFC_ Card Peer-to-Peer Mode Reader/Writer Mode
Emulation Mode

Applications

Defines the activities required to set up communication in an

interoperable manner, based on the building blocks of the digital
protocol specification
e.g., polling cycles, when to perform collision detection.

ag type 1,2,3,4

NFC activities specification :
9 RF La Digital Protocol specifications
Analog specifications
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NFC Forum architecture

NFC_ Card Peer-to-Peer Mode Reader/Writer Mode
Emulation Mode

Applications

RTD
NDEF data structure format Record Type
] Definition
Construct NDEF packets using NDEF records &
Allows multiple NDEF messages. NDEF

Data Exchange

Allows messages to be divided into chunks.
Format

NDEF: NFC Data Exchange Format
Tag type 1,2,3,4

Mode Switch

| RF Layer ISO 18092 + ISO 14443 Type A, Type B + FeliCa
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NDEF types

Type Name Format TNF

Well Known Record Types
urn:nfe:wkt:T T 0x54 1

iy peame komatiEE) unnfewkty U 0X55

Empty 0x00 / L

[Well Known Type|ox01 | urn:nfc:wkt:Sp Sp 0x53  0x70

Media 0x02 urn:nfc:wkt:Sig Sig 0x53 0x69 0x67

|Absolute URI  |0x03

External 0x04

IUnk leOS I Language

Unchanged 0x06 en 0x65 Ox6E

[Reserved [oxo7 | Urn:nfemime/vnd.m360.id fr 0x66  0x72
sp 0x73  0x70
de 0x64  0x65

urn:nfc:ext:M360:1d
Uri Identifier Codes

None 0x00
http://www. 0x01

https://www. 0x02

http:// 0x03
https:/, 0x04
tel: 0x05
mailto: 0x06
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NFC Forum architecture

NFC_ Card Peer-to-Peer Mode Reader/Writer Mode
Emulation Mode

Applications

RTD
Defines how to construct records in NDEF messages g‘;‘t’_l’n‘:tiTg:e
Each record has a type, indicating what it contains &
Records may contain other records NDEF

Data Exchange

Records types are extensible:
Format

-defined by the NFC Forum (reference applications)

-defined by third party bodies (under their domain name) lag type 1,2.3.4

Mode Switch

| RF Layer ISO 18092 + ISO 14443 Type A, Type B + FeliCa
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RTD types

NFC Forum Defined Not NFC Forum Defined
o Text « Payment e Mime Types
o urn:nfc:wkt:T
e UR] « Coupon Vendor
« Start a Car

o urn:nfc:wkt:U . :
S { Post Application
g osist s Eie. il

o urn:nfc:wkt:Sp :

Signature i
o um:nfc:wkt:Sig CHEN CNN CUH
Handover CHEN CZ55H T
o urninfeiwkt:HO

NFC Forum Ext Type urn:nfcext:nokia.com:bt Bluetooth record (for
printing/image frame)
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NFC Forum specifications

NFC Card Peer-to-Peer Mode Reader/Writer Mode

Reference Applications

Emulation Mode

_NDEF |7 RTD

card- Definition
Emulation Logical Link :
Smart Card
Canabiliy Control NFC Forum
for M.obile Protocol Type 1’ 2’ 3’ 4
Devices

Specification Tag Operation

(LLCP)

Specifications

NFC activities specification

Digital Protocol specifications

Analog specifications
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Smartphone software

Middleware

NFC Interface
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Reader-Writer Mode

NDEF Third party
Reference NDEF
Applications Applications

Type 1-4 Tag
Operation

Non-NDEF
Applications

Digital Protocol

Analogue

@ Birkbeck

UNIVERSITY OF LONDON



Reader-Writer Mode

Define how to read and write NDEF data from/to a tag
ND Types 1 and 2: Proprietary tags based on 1S014443 Type A
Type 3: Proprietary tag based on FeliCa
Refe Type 4: Open tag based on I1SO 14443 Type A or B and ISO 7816-4

Digital Protocol

Analogue
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== Selecting a tag type

[ START ]

REQA (request) command invites

| o all tags that are new in the field to
reckATaA respond (new means here that

1
1
proprietary anticollision }

: | binary search they have not responded before
Select i on found UIDs . .
cascade level 1 / and are not previously disabled)
— % + Tags respond with the ATQA block
caseade tove ‘wicomsontody | | (answer to request). This will
| D complte, PCC no initiate the anti-collision procedure
i SO T4k in the reader.

SAK=Select Acknowledged

UID complete, PICC

compliant to
ISO/IEC 14443-4
________________________________________________

A 4 ISONEC 14443-4 v
Proprietary ! ! Proprietary
frames and ! Proceed with commands and protocols 1 commands

protocols ! defined in ISO/IEC 14443-4 i and protocols
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Peer-to-peer mode

Link activation, supervision, deactivation

Asynchronous balanced mode

Ref Apps Protocol multiplexing
Si | Connectionless transport
impie N F | Connection oriented transport

NDEF Registered Protgtols

Exchange :
| Protoco dings

Protocols

Logical Link Control Protocol

Digital Protocol

Analogue
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Peer-to-peer mode
Forum defines a binding to LLCP
e.g., OBEX, IP
Simple NFC Forum

NDEF Registered Protocols| ~ ©Other

Sehang® [ rowcorsmame | o0
Protocol Protocol Bindings

Logical Link Control Protocol
Digital Protocol
Analogue

Provides standard bindings (e.g., port
numbers) to NFC Forum registered

protocols. Allows interoperable use of
registered protocols

oplica

@ Birkbeck

UNIVERSITY OF LONDON



Card emulation mode

Applications

Digital Protocol

Analogue
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Card emulation mode

Proprietary contactless card applications
e.g., payment, ticketing, access control
Based on ISO 14443 A/B or FeliCa

Applications

Digital Protocol
Analogue
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o rormats s

_.I e

>

Unmapped or Non-

No

NFC on Android

Activity registered to
handle

NDEF_DISCOVERED? J

Yes

[

—>‘ TECH_DISCOVERED

—

No

v

Activitiy registed to
handle
TECH_DISCOVERED?

intent delivered to
J‘ Yes "‘ Activity

|

http://developer.android.com/guide/topics/nfc/nfc.htmi#ndef

TAG_DISCOVERED J—»

A

Activities reglsterod to
TAG | DISCOVERED?
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Intent filter

<intent-filter>
<action android:name="android.nfc.action.NDEF_DISCOVERED" />
<data android:mimeType="mime/type" />

</intent-filter>

<intent-filter>
<action android:name="android.nfc.action.TECH_DISCOVERED" />
<meta-data android:name="android.nfc.action.TECH_DISCOVERED"
android:resource="@xml/nfc_tech_filter.xml" />

</intent-filter>

<intent-filter>
<action android:name="android.nfc.action.TAG_DISCOVERED"/>
</intent-filter>

<resources

xmlns:xliff="urn:ocasis:names:tc:x1liff:document:1.2">

<tech-list>
<tech>android.nfc.
<tech>android.nfc.
<tech>android.nfc.
<tech>android.nfc.
<tech>android.nfc.
<tech>android.nfc.
<tech>android.nfc.
<tech>android.nfc.
<tech>android.nfc.

</tech-list>

</resources>

tech.
tech.
tech.
tech.
tech.
tech.
tech.
tech.
tech.

IsoDep</tech>
NfcA</tech>
NfcB</tech>
NfcF</tech>
Nfcv</tech>
Ndef</tech>
NdefFormatable</tech>
MifareClassic</tech>
MifareUltralight</tech>
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