10. Transport Layer

O 0N U~ W~

TCP/IP layers

TCP/IP layers with some protocols
Transport Protocols

Multiplexing and Demultiplexing
Endpoint Identification
Well-known port numbers

The User Datagram Protocol

The Connectionless Paradigm
Message-Oriented Interface

. Connectionless Multiplexing and Demultiplexing
. UDP Segment Structure

. UDP Header Example (DNS Request)

. UDP Header Example (DNS Response)

. Internet Checksum

. Checksum Example

. Example of Checksum Failure

. UDP Encapsulation

. Protocols Using UDP

. Transmission Control Protocol (TCP)

. End-To-End Service

. Connection-Oriented Multiplexing and Demultiplexing
. Multiplexing and Demultiplexing Example
. Reliable Data Transfer

. Simple Reliable Data Transfer

. Pipelined Reliable Data Transfer

. Packet Loss and Retransmission

. Packet Loss and Retransmission - Example
. Adaptive Retransmission

. Adaptive Retransmission - Example

. TCP Segment Structure

. TCP Flags

. TCP Example (HTTP Request)

. TCP Example (HTTP Response)

. Sequence and Acknowledgement Numbers
. Example: Lost Acknowledgement

. Example: Single Retransmission

. Example: No Retransmission Necessary

. Flow Control

. Flow Control Example

. TCP Connection Establishment

. Example: Connection Establishment

. TCP Example SYN

. TCP Example ACK+SYN

. SYN Flood Attack

. TCP Connection Release

. Congestion Control

. Links to more information



10.1. TCP/IP layers
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recall the 5-layer model above
the network interface layer is often called the link layer

we use the generic term packet for each block of data transmitted
recall that each layer adds its own header, so nature of "packet" varies

so in fact the following terms are usually used for "packets" at each layer

o frames at the link layer
o datagrams at the internet layer
o segments at the transport layer
e we focus on the transport layer in this section

10.2. TCP/IP layers with some protocols
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e we focus on the UDP and TCP in this section



10.3. Transport Protocols

e Internet Protocol (IP) provides a packet delivery service across an internet
e however, IP cannot distinguish between multiple processes (applications) running on the same

computer

e fields in the IP datagram header identify only computers
e a protocol that allows an application to serve as an end-point of communication is known as a

transport protocol or an end-to-end protocol

the TCP/IP protocol suite provides two transport protocols:
o the User Datagram Protocol (UDP)
o the Transmission Control Protocol (TCP)

10.4. Multiplexing and Demultiplexing

a socket is the interface through which a process (application) communicates with the transport
layer

each process can potentially use many sockets

the transport layer in a receiving machine receives a sequence of segments from its network layer
delivering segments to the correct socket is called demultiplexing

assembling segments with the necessary information and passing them to the network layer is called
multiplexing

multiplexing and demultiplexing are need whenever a communications channel is shared
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10.5. Endpoint Identification

sockets must have unique identifiers

each segment must include header fields identifying the socket

these header fields are the source port number field and the destination port number field
each port number is a 16-bit number: 0 to 65535



32 bits

Source port # Dest. port #

Other header fields

Application
data
(message)

10.6. Well-known port numbers

e port numbers below 1024 are called well-known ports and are reserved for standard services, e.g.:

number | protocol Description protocal
I 21 ’ FTP ’ File transfer ’ TCP
| 23 ’ Telnet ’ Remote login ’ TCP
| 25| SMTP | E-mail | TCP
| 53 ’ DNS ’ Domain Name System | UDP
| 79 ’ Finger ’ Lookup information about a user | TCP
| 80| HTTP | World wide web | TCP
| 110 ’ POP-3 ’ Remote e-mail access | TCP
| 119 NNTP | Usenet news | TCP
| 161 ’ SNMP ’Simple Network Management Protocol | UDP
e these pre-defined port numbers are registered with the Internet Assigned Numbers Authority

(IANA)

10.7. The User Datagram Protocol

e UDP is less complex and easier to understand than TCP
e the characteristics of UDP are given below:
o end-to-end: UDP can identify a specific process running on a computer
o connectionless: UDP follows the connectionless paradigm (see below)
o message-oriented: processes using UDP send and receive individual messages called
segments or user datagrams
o best-effort: UDP offers the same best-effort delivery as IP
o arbitrary interaction: UDP allows processes to send to and receive from as many other
processes as it chooses
o operating system independent. UDP identifies processes independently of the local operating
system


http://www.iana.org/

10.8. The Connectionless Paradigm

UDP uses a connectionless communication setup

a process using UDP does not need to establish a connection before sending data (unlike TCP)
when two processes stop communicating there are no, additional, control messages (unlike TCP)
communication consists only of the data segments themselves

10.9. Message-Oriented Interface

e UDP provides a message-oriented interface
e cach message is sent as a single UDP segment
e however, this also means that the maximum size of a UDP message depends on the maximum size

of an IP datagram

allowing large UDP segments can cause problems

sending large segments can result in IP fragmentation (see later)

UDP offers the same best-effort delivery as IP

this means that segments can be lost, duplicated, or corrupted in transit

this 1s why UDP is suitable for applications such as voice or video that can tolerate delivery errors

10.10. Connectionless Multiplexing and Demultiplexing

say a process on Host A, with port number 19157, wants to send data to a process with UDP port
46428 on Host B

e transport layer in Host A creates a segment containing source port, destination port, and data
e passes it to the network layer in Host A
e transport layer in Host B examines destination port number and delivers segment to socket

identified by port 46428
note: a UDP socket is fully identified by a two-tuple consisting of
o adestination IP address
o adestination port number
source port number from Host A is used at Host B as "return address":

Client process

A . —Socket
Host A | i"/ Server B

‘I source port:  dest. port:
19157 46428

\ \—
=X

source port: dest. port:
46428 19157




10.11. UDP Segment Structure

e UDP segment is sometimes called a user datagram
e it consists of an 8-byte header followed by the application data (sometimes called payload), as
shown below

32 bits
|

Source port # Dest. port #

Length Checksum

Application
data
(message)

Source port # identifies the UDP process which sent the segment

Dest port # identifies the UDP process which will handle the application data
Length specifies the length of the segment, including the header, in bytes
Checksum is optional (see below)

10.12. UDP Header Example (DNS Request)

[ ] [ ] dcs.pcap
o — Q Se
sl | _peon 2 AR =
Open Capture Jump Find Print Filter
Id  Source Destination Captured Length Packet Length Protocol Date Received Time Deita Information
10 192.168.0.2 193.61.29.21 663 663 ce 2016-02-26 18:35:33.... 4.744873 60127 -> HTTP ([ACK, PUSH], Seq=1975360107, Ack=1277757817, Win=8192)
11 193.61.29.21 192.168.0.2 60 60 CP 2016-02-26 18:35:: 4.783623 HTTP -> 60127 ([ACK], Seq=1277757817, Ack=1975360716, Win=3529)
12 193.61.29.21 192.168.0.2 62 62 cP 2016-02-26 18:35: 6.072765 HTTP -> 60127 ([ACK, PUSH]), Seq=1277759269, Ack=1975360716, Win=3529)
13 192.168.0.2 193.61.29.21 66 66 TCP 2016-02-26 18:35: 6.072855 60127 -> HTTP ([ACK], Seq=1975360716, Ack=1277757817, Win=8192)
14 193.61.29.21 192.168.0.2 1506 1506 ce 2016-02-26 18:35: 6.085026 HTTP -> 60127 ([ACK], Seq=1277757817, Ack=1975360716, Win=3529)
15 192.168.0.2 193.61.29.21 54 54 ce 2016-02-26 18:35: 60127 -> HTTP ([ACK], Seq=1975360716, Ack=1277759277, Win=8146)
16 193.61.29.21 192.168.0.2 1506 1506 CcP 2016-02-26 18:35: HTTP -> 60127 ([ACK], Seq=1277759277, Ack=1975360716, Win=3529)
17 193.61.29.21 192.168.0.2 1506 1506 CcpP 2016-02-26 18:35: HTTP -> 60127 ([ACK], Seq=1277760729, Ac 975360716, Win=3529)

18 192.1 2

TCP

2016-02-26 18:35:

2016-02-26 1

60127 -> HTTP ([ACK], Seq=1975360716, Ac
52366 > DOMAIN

277762181, Win=8146)

20 193.61.29.21 192.168.0.2 1506 1506 TCcP 2016-02-26 18:35: HTTP -> 60127 ([ACK], Seq=1277762181, Ack=1975360716, Win=3529)
21 193.61.20.21 192.168.0.2 1506 1506 TCcP 2016-02-26 18:35:3. HTTP -> 60127 ([ACK], Seq=1277763633, Ack=1975360716, Win=3529)
22 192.168.0.2 193.61.29.21 54 54 TCP 2016-02-26 18:35:3: 60127 -> HTTP ([ACK], Seq=1975360716, Ack=1277765085, Win=8146)
23 193.61.29.21 192.168.0.2 1506 1506 TCcP 2016-02-26 18:35; HTTP -> 60127 ([ACK], Seq=1277765085, Ack=1975360716, Win=3529)
24 193.61.29.21 192.168.0.2 1506 1506 TCcP 2016-02-26 18:35: HTTP -> 60127 ([ACK], Seq=1277766537, Ack=1975360716, Win=3529)
25 192.168.0.2 193.61.29.21 54 54 TCcP 2016-02-26 18:35: 60127 -> HTTP ([ACK], Seq=1975360716, Ack=1277767989, Win=8146)
26 193.61.29.21 192.168.0.2 1506 1506 TCcP 2016-02-26 18:35; HTTP -> 60127 ([ACK], Seq=1277767989, Ack=1975360716, Win=3529)
27 192.168.0.1 192.168.0.2 109 109 upP 2016-02-26 18:35: DOMAIN > 52366
28 192.168.0.2 216.58.198.238 78 78 TCcP 2016-02-26 18:35: 60128 -> HTTP (ISYN], Seq=1617628113, Ack=0, Win=65535)
29 193.61.20.21 192.168.0.2 1506 1506 TCcP 2016-02-26 18:35: HTTP -> 60127 ([ACK], Seq=1277769441, Ack=1975360716, Win=3529)
30 192.168.0.2 193.61.29.21 54 54 TCcP 2016-02-26 18:35: 60127 -> HTTP ([ACK], Seq=1975360716, Ack=1277770893, Win=8146)
31 192.168.0.2 193.61.29.21 78 78 TCcP 2016-02-26 18:35: 60129 -> HTTP (ISYN], Seq=616479255, Ack=0, Win=65535)
Details Values
» & Packet
» @ Ethernet-Header
» @ IP-Header
v & UDP-Header
@, Length 8 bytes
@, Source Port 52366
@, Destination Port 53 (DOMAIN) - -
N Source Port Destination Port Length
@, Checksum 0x81a0
@, Total length 59 bytes
» & Payload
00: 20 4E 7F E2 F4 AE @0 24 9B 08 57 E5 08 00 45 00 00 4F 9D @B 00 00 FF 11 00 00 (O A8 @0 02 (O A8 00 01 81 AQ AL OF 01 00 00 01 00 0@ N $..W...E..O...
50: ©0 00 00 00 14 77 77 77 2D 67 6F 6F 67 6C 65 2D 61 6E 61 6C 79 74 69 63 73 01 6C 06 67 6F 6F 67 6C 65 01 00 01 .....wnw-google-analy

Fileformat: 2.4 Snaplength: 656535 bytes Linktype: ETHERNET (DLT_EN10MB) Filesize: 53859 bytes Packets: 93 of 93 (1 selected)




10.13. UDP Header Example (DNS Response)

[ ] [ ] dcs.pcap
o = Q
pesl | _peor e | oo
Open Capture Jump Find Print Filter
Id  Source Destination Captured Length Packet Length Protocol Date Received Time Delta Information
10 192.168.0.2 193.61.29.21 663 663 cP 2016-02-26 18:35:33.... 4.744873 60127 -> HTTP ([ACK, PUSH], Seq=1975360107, Ack=1277757817, Win=8192)
11 193.61.29.21 192.168.0.2 60 60 TCP 2016-02-26 18:35: 4.783623 HTTP -> 60127 ([ACK], Seq=1277757817, Ack=1975360716, Win=3529)
12 193.61.29.21 192.168.0.2 62 62 CcP 2016-02-26 18:35: 6.072765 HTTP -> 60127 ([ACK, PUSH]), Seq=1277759269, Ack=1975360716, Win=3529)
13 192.168.0.2 193.61.29.21 66 66 TCP 2016-02-26 18:35: 6.072855 60127 -> HTTP ([ACK], Seq=1975360716, Ack=1277757817, Win=8192)
14 193.61.29.21 192.168.0.2 1506 1506 CcP 2016-02-26 18:35: 6.085026 HTTP -> 60127 ([ACK], Seq=1277757817, Ack=1975360716, Win=3529)
15 192.168.0.2 193.61.29.21 54 54 cp 2016-02-26 18:35: 6.085097 60127 -> HTTP ([ACK], Seq=1975360716, Ack=1277759277, Win=8146)
16 193.61.29.21 192.168.0.2 1506 1506 CP 2016-02-26 18:35: 6.097054 HTTP -> 60127 ([ACK], Seq=1277759277, Ack=1975360716, Win=3529)
17 193.61.29.21 192.168.0.2 1506 1506 CcP 2016-02-26 18:35: 6.115534 HTTP -> 60127 ([ACK], Seq=1277760729, Ack=1975360716, Win=3529)
18 192.168.0.2 193.61.29.21 54 54 TCP 2016-02-26 18:35: 6.115581 60127 -> HTTP ([ACK], Seq=1975360716, Ack=1277762181, Win=8146)
19 192.168.0.2 192.168.0.1 93 93 upP 2016-02-26 18:35: 6.118432 52366 > DOMAIN
20 193.61.29.21 192.168.0.2 1506 1506 TCP 2016-02-26 18:35: 6.128145 HTTP -> 60127 ([ACK], Seq=1277762181, Ack=1975360716, Win=3529)
21 193.61.29.21 192.168.0.2 1506 1506 CcP 2016-02-26 18:35: 6.140449 HTTP -> 60127 ([ACK], Seq=1277763633, Ack=1975360716, Win=3529)
22 192.168.0.2 193.61.29.21 54 54 ce 2016-02-26 18:35: 6.140511 60127 -> HTTP ([ACK], Seq=1975360716, Ack=1277765085, Win=8146)
23 193.61.29.21 192.168.0.2 1506 1506 TCP 2016-02-26 18:35: 6.158581 HTTP -> 60127 ([ACK], Seq=1277765085, Ack=1975360716, Win=3529)
24 193.61.29.21 192.168.0.2 1506 1506 ce 2016-02-26 18:35: 6.170753 HTTP -> 60127 ([ACK], Seq=1277766537, Ack=1975360716, Win=3529)
25 192.168.0.2 193.61.29.21 54 54 TCP 2016-02-26 18: 6.170799 60127 -> HTTP ([ACK], Seq=1975360716, Ack=1277767989, Win=8146)

26 193.61.29.21 192.

0.2 1506 1506 TCP 2016-02-26 18: 82760 HTTP -> 60127 ([ACK], Seq=1277767989, Ack=1975360716, Win=3529)
192.168.0.1 192. 0.2 DOMAIN > 52366
28 192.168.0.2 216.58.198.238 78 78 Tcp 2016-02-26 18 6.185406 60128 -> HTTP ([SYN], Seq=1617628113, Ack=0, Win=65535)

29 193.61.29.21 192.168.0.2 1506 1506 CcpP 2016-02-26 18:35: 6.196028 HTTP -> 60127 ([ACK], Seq=1277769441, Ack=1975360716, Win=3529)
30 192.168.0.2 193.61.29.21 54 54 TCP 2016-02-26 18:3! 60127 -> HTTP ([ACK], Seq=1975360716, Ack=1277770893, Win=8146)
31 192.168.0.2 193.61.29.21 78 78 ce 2016-02-26 18:3! 60129 -> HTTP ([SYN], Seq=616479255, Ack=0, Win=65535)

Details Values

» & Packet

» & Ethernet-Header
» & IP-Header

v & UDP-Header

@, Length 8 bytes

@, Source Port 53 (DOMAIN)

@, Destination Port 52366 . .

@ Checksum 0xb028 Source Port Destination Port
@, Total length 75 bytes

» & Payload

000: 00 24 98 08 57 ES 20 4E 7F E2 F4 AE 08 00 45 00 00 SF 00 00 40 00 40 11 B9 3A (O A8 00 01 CO A8 00 02|00 35MCC BE0OO 4B BO 28 Al OF 81 80 00 01 00 01 ...E.._..e.@
050: ©0 00 00 @0 14 77 77 77 2D 67 6F 6F 67 6C 65 2D 61 6E 61 6C 79 74 69 63 73 @1 6C 06 67 6F 6F 67 6C 65 U3 b3 6F 6D 00 00 01 00 01 CO OC 00 01 00 01 00 google-analytics
100: 00 00 70 00 04 D8 3A (6 EE

Fileformat: 2.4 Snaplength: 65535 bytes Linktype: ETHERNET (DLT_EN10MB) Filesize: 53859 bytes Packets: 93 of 93 (1 selected)

10.14. Internet Checksum

both UDP and TCP use a 16-bit Checksum field

the sender can choose to compute a checksum or set the field to zero

the receiver only verifies the checksum if the value is non-zero

note that the checksum is computed using ones-complement arithmetic, so a computed zero value is
stored as all-ones

10.15. Checksum Example

H e | | o w o r | d .
|48 65|6C 6C|6F 20|77 6F |72 6C| 64  2E|

4865 + 6C6C + 6F20 + 776F + 726C + 642E + carry = 71FC

e to compute the checksum, the sender treats the data as a sequence of binary integers and computes
their sum, as illustrated above
each pair of characters is treated as a 16-bit integer
if the sum overflows 16 bits, the carry bits are added to the total
the advantage of such checksums is their size and ease of computation



e addition requires very little computation and the cost of sending an additional 16-bits is negligible

10.16. Example of Checksum Failure

Data Item Checksum Data Item Checksum
In Binary Value In Binary Value
0001 1 0011 3
0010 2 0000 0
0011 3 0001 1
0001 1 0011 3
totals 7 7

e checksums do not detect all common errors, as illustrated above

e a transmission error has inverted the second bit in each of the four data items, yet the checksums are
identical

10.17. UDP Encapsulation

e recall that each layer in the protocol stack adds its own header
e cach UDP segment is encapsulated in a network-layer (IP) datagram
e cach IP datagram is encapsulated in a link-layer frame

l IP Header | IP Data Area l

y
Framc Head04 Frame Data |

10.18. Protocols Using UDP

e UDP is especially useful in client-server situations, when a client sends a short request to the server
and expects a short response

o if either the request or response is lost, the client times out and tries again

o if all is well, only two packets are required

e an example of an application that uses UDP in this way is the Domain Name System (DNS)



10.19. Transmission Control Protocol (TCP)

e the Transmission Control Protocol (TCP) is the transport level protocol that provides reliability in
the TCP/IP protocol suite
e from an application program's perspective, TCP offers:
o connection-oriented: an application requests a connection, and then uses it for data transfer
o point-to-point communication: each TCP connection has exactly two end points
o reliability: TCP guarantees that the data sent across the connection will be delivered exactly
as sent, without missing or duplicate data
full-duplex connection: a TCP connection allows data to flow in both directions at any time
o stream interface: TCP allows an application to send a continuous stream of bytes across the
connection
o reliable startup: TCP requires that two applications must agree to the new connection before
it is established
o graceful shutdown: TCP guarantees to deliver all the data reliably before closing the
connection

o

10.20. End-To-End Service

e TCP uses IP to carry messages, known as segments
e cach TCP segment is encapsulated in an IP datagram and sent across the Internet
e TCP treats IP as a packet communication system:

communication system

_HostA as viewed by TCP Host B
appl. : appl.
[ Tcp | \ TCP

IP IP

router

net iface. P net iface.

[ J
net 1 R net2

e as illustrated, TCP software is required at both ends of the virtual connection, but not on
intermediate routers

e from TCP's point of view, the entire Internet is a communication system capable of accepting and
delivering messages without changing their contents



10.21. Connection-Oriented Multiplexing and Demultiplexing

e cach TCP connection has exactly two end-points

e this means that two arriving TCP segments with different source IP addresses or source port
numbers will be directed to two different sockets, even if they have the same destination port
number

e 50 a TCP socket is identified by a four-tuple:
(source IP address, source port #, destination IP address, destination port #)

e recall UDP uses only (destination IP address, destination port #)

10.22. Multiplexing and Demultiplexing Example

e an example where clients A and C both communicate with B on port 80:

Web client Web Per-connection
host C server B HTTP
| R, processes
B e
) :
— !A +—Transport-
source pOftI dest. port: source port: dest. port: |ayer
7532 80 26145 80 demultiplexing
source IP: dest. IP: source IP: dest. IP:
C B N & C B
Web client \: J
host A k J

1 v,
E‘ N—

source port:  dest. port:

26145 80
source IP: dest. IP:
A B

10.23. Reliable Data Transfer

e TCPis a reliable data transfer protocol
e implemented on top of an unreliable network layer (IP)
e some problems:
o bits in a packet may be corrupted
o packets can be lost by the underlying network
e some solutions:
o acknowledgements (ACKs) can be used to indicate packet received correctly
o a countdown timer can be used to detect packet loss
o packet retransmission can be used for lost packets



10.24. Simple Reliable Data Transfer

a simple reliable data transfer protocol might

o send a packet

o wait until it is sure the receiver has received it correctly
such a protocol is known as a stop-and-wait protocol
performance of such a protocol on the Internet would be poor

10.25. Pipelined Reliable Data Transfer

a pipelined protocol allows for multiple data packets to be sent while waiting for acknowledgements
this results in better network utilisation

sender and receiver now need buffers to hold multiple packets

packets need sequence numbers in order to identify them

an acknowledgement needs to refer to corresponding sequence number

retransmission can give rise to duplicate packets

sequence numbers in packets allow receiver to detect duplicates

10.26. Packet Loss and Retransmission

TCP copes with the loss of packets using retransmission

when TCP data arrives, an acknowledgement is sent back to the sender

when TCP data is sent, a timer is started

if the timer expires before an acknowledgement arrives, TCP retransmits the data

10.27. Packet Loss and Retransmission - Example

Events at Host 1 Events at Host 2
send message 1 —
4. recelve messaqge 1
- send ack 1
receive ack 1 —j=
send message 2
. receive message 2
L send ack 2
recelve ack 2 =
send message 3 ——__
B -
A
packet lost
retransmission timer expires -
retransmit message 3
- recelve message 3
- send ack 3
=
Y Y

e host on the left is sending data; host on the right is receiving it
e TCP must be ready to retransmit any packet that is lost



e how long should TCP wait?
e the TCP software does not know whether it is using
o alocal area network (acknowledgements within a few milliseconds) or
o a long-distance satellite connection (acknowledgements within a few seconds)

10.28. Adaptive Retransmission

e TCP estimates the round-trip delay for each active connection

e for each connection, TCP generates a sequence of round-trip estimates and produces a weighted
average (mean)

e it also maintains an estimate of the variance

e it then uses a linear combination of the estimated mean and variance as the value of the timeout

10.29. Adaptive Retransmission - Example

est 1 7 -
—pn | )
; est ] 7' -
est 2 - :_‘, -
est 2 -
—t - -
T ~~ A -1 -
timeout
timeout L packet lost
Uncou packet lost
v Y ' '

¢ the connection on the left above has a relatively long round-trip delay

¢ the connection on the right above has a shorter round-trip delay

e the goal is to wait long enough to decide that a packet was lost, without waiting longer than
necessary

e when delays start to vary, TCP adjusts the timeout accordingly



10.30. TCP Segment Structure

32 bits
|

Source port # Dest port #

Sequence number

Acknowledgment number

Header

OXTRH-Z22 : :
x U <
length Unused SleHc Receive window
Internet checksum Urgent data pointer
Options
Data

e Source port #, Dest port # and Internet checksum are as for UDP
e Sequence number (32 bits) and Acknowledgement number (32 bits) are used to implement reliable

transfer (see below)

e Header length (4 bits) is the header length (including possible options) in 32-bit words
e the flag field contains 6 1-bit flags (see below)
e Receive window identifies how much buffer space is available for incoming data (used for flow

control)

10.31. TCP Flags

e URG flag indicates that the sender has marked some data as urgent
e in this case, the Urgent data pointer contains an offset into the TCP data stream marking the last

byte of urgent data

ACK flag indicates that the acknowledgement number field is valid (i.e. the segment is an
acknowledgement)

PSH flag indicates that should be delivered immediately (PUSHed) and not buffered
RST flag is used to reset a connection, i.e. a confused or refused connection

SYN flag is used to establish a connection (see below)

FIN flag is used to terminate a connection (see below)

10.32. TCP Example (HTTP Request)



[ NON ] dcs.pcap
- - Select a filt redicate
o L ™ ol 2 Q Selec er pre ate
Open Capture Jump Find Print Filter
Id  Source Destination Captured Length Packet Length Protocol Date Received Time Delta Information
8  193.61.29.21 192.168.0.2 66 66 CcP 2016-02-26 18:35:33.... 4.741914 HTTP -> 60127 ([ACK, SYN], Seq=1277757816, Ack=1975360107, Win=5840)
54 4 TCP :35: 4.742095 60127 -> HTTP ([ACK], Seq=1975360107, Ack=1277757817, Win=8192)

193.61.29.21

192.168.0.2

4.783623

HTTP -> 60127 ([ACK], Seq=1277757817, Ack=1975360716, Win=3529)

HTTP -> 60127 ([ACK], Se

12 193.61.29.21 192.168.0.2 62 62 TCcP 6.072765 HTTP -> 60127 (IACK, PUSH), Seq=1277759269, Ack=1975360716, Win=3529)
13 192.168.0.2 193.61.29.21 66 66 TCcP 6.072855 60127 -> HTTP ([ACK], Seq=1975360716, Ack=1277757817, Win=8192)
14 193.61.29.21 192.168.0.2 1506 1506 TCcP 2016-02-26 18:35:34.... 6.085026 HTTP -> 60127 ([ACK], Seq=1277757817, Ack=1975360716, Win=3529)
15 192.168.0.2 193.61.29.21 54 54 TCcP 2016-02-26 18:35:34.... 6.085097 60127 -> HTTP ([ACK], Seq=1975360716, Ack=1277759277, Win=8146)
Details Values
» & Packet
» @ Ethernet-Header
» @ IP-Header
¥ & TCP-Header
@, Length 20 bytes
@, Source Port 60127
@, Destination Port 80 (HTTP)
@, Sequence number 1975360107
@, Acknowledgement n... 1277757817 Source Port Destination Port Receive Window
@, Data offset 5
» & Flags 0x18 (ACK, PUSH)
@, Winsize 8192
@, Checksum 0xa178
@, urp 0x0000
» & Payload
E2 F4 AE 00 24 9B 08 57 ES 08 00 45 00 02 89 E8 A2 40 00 40 06 00 00 CO A3/00 02 C1 3D 1D 1S|EA DFJ00 50175 BD 9A 6B 4C 29 @3 79 N .S W...E.....8........=.....Pu..kL).yP. .
00 47 45 54 20 2F 20 48 54 54 50 2F 31 2E 31 @D QA 48 6F 73 74 3A 20 77 77 77 2E 64 63 73 2E 62762 6B 2E 61 63 2E 75 6B @D QA 41 .X..GET / HTTP/1.1..Host: www.dcs.bbk.ac.uk..Accep
6E 63 6F 64 69 6E 67 3A 20 67 7A 69 70 2C 20 64 65 66 6C 61 74 65 OD OA 43 6F 6F 6B 69 65 3A 20 77 69 72 65 3D 62 34 62 64 72 30 68 64 35 71  t-Encoding: gzip, deflate..Cookie: wire=bdbdrohdsq
66 30 69 37 62 73 62 68 39 63 6D 64 37 3B 20 SF SF 75 74 6D 61 3D 32 38 30 37 38 36 32 37 2E 37 31 36 38 30 38 33 34 39 2E 31 34 35 36 33 30 pkbf0i7bsbhdcmd7; __utma=28078627.716808349.145630
31 2E 31 34 35 36 34 38 34 39 38 36 2E 31 34 35 36 34 38 34 39 38 36 2E 31 3B 20 S5F SF 75 74 6D 63 3D 32 38 30 37 38 36 32 37 3B 20 SF SF 75  7301.1456484986.1456484986.1; __utmc=28078627; __u
3D 32 38 30 37 38 36 32 37 2E 31 34 35 36 34 38 34 39 38 36 2E 31 2E 31 2E 75 74 6D 63 73 72 3D 28 64 69 72 65 63 74 29 7C 75 74 6D 63 63 6F  tmz=28078627.1456484986.1.1. utmcsr=(direct) lutmccn
69 72 65 63 74 29 7C 75 74 6D 63 6D 64 3D 28 6E 6F 6E 65 29 3B 20 SF 67 61 3D 47 41 31 2E 33 2E 37 31 36 38 30 38 33 34 39 2E 31 34 35 36 33  =(direct)lutmcmd=(none); _ga=GA1.3.716808349.14563
30 31 0D OA 43 6F 6E 6E 65 63 74 69 6F 6E 3A 20 6B 65 65 70 2D 61 6C 69 76 65 0D OA 41 63 63 65 70 74 3A 20 74 65 78 74 2F 68 74 6D 6C 2C 61  07301..Connection: keep-alive..Accept: text/nhtml,a
69 63 61 74 69 6F 6E 2F 78 68 74 6D 6C 2B 78 6D 6C 2C 61 70 70 6C 69 63 61 74 69 6F 6E 2F 78 6D 6C 3B 71 3D 30 2E 39 2C 2A 2F 2A 3B 71 3D 30  pplication/xhtml+xml,application/xml;q=0.9,%/*;q=0
OA 55 73 65 72 2D 41 67 65 6E 74 3A 20 4D 6F 7A 69 6C 6C 61 2F 35 2E 30 20 28 4D 61 63 69 6E 74 6F 73 68 3B 20 49 6E 74 65 6C 20 4D 61 63 20  .8..User-Agent: Mozilla/5.0 (Macintosh; Intel Mac
58 20 31 30 SF 31 31 SF 33 29 20 41 7@ 70 6C 65 57 65 62 4B 69 74 2F 36 30 31 2E 34 2E 34 20 28 4B 48 54 4D 4C 2C 20 6C 69 6B 65 20 47 65 63 05 X 10_11_3) AppleWebKit/601.4.4 (KHTML, like Gec
20 56 65 72 73 69 6F 6E 2F 39 2E 30 2E 33 20 53 61 66 61 72 69 2F 36 30 31 2E 34 2E 34 @D @A 41 63 63 65 70 74 2D 4C 61 6E 67 75 61 67 65 3A ko) Version/9.0.3 Safari/601.4.4..Accept-Language:
2D 75 73 OD QA 52 65 66 65 72 65 72 3A 20 68 74 74 70 3A 2F 2F 77 77 77 2E 64 63 73 2E 62 62 6B 2E 61 63 2E 75 6B 2F 72 65 73 65 61 72 63 68  en-us..Referer: http://www.dcs.bbk.ac.uk/research
44 4E 54 3A 20 31 OD QA @D QA /..DNT: 1....
Fileformat: 2.4 Snaplength: 65635 bytes Linktype: ETHERNET (DLT_EN1OMB) Filesize: 53850 bytes Packets: 93 of 93 (1 selected)
10.33. TCP Example (HTTP RESpOHSC)
[ ] [ ] dcs.pcap
= B8P — Q Select a filter predicate
Open Capture Jump Find Print Filter
Id Source Destination Captured Length Packet Length Protocol Date Received Time Delta Information
P, - A —— o oo e e s
11 193.61.29.21 192.168.0.2 60 60 TCcP 2016-02-26 18 4.783623 HTTP -> 60127 (IACK], Seq=1277757817, Ack=1975360716, Win=3529)
12 193.61.29.21 192.168.0.2 62 62 TCcP 2016-02-26 18 6.072765 HTTP -> 60127 ([ACK, PUSH), Seq=1277759269, Ack=1975360716, Win=3529)
13 192.168.0.2 193.61.29.21 66 66 TCP 6.072855 60127 -> HTTP (IACK], Seq=1975360716, Ack=1277757817, Win=8192)

15 192.168.0.2 193.61.29.21 54 54 CcP 2016-02-26 18: 6.085097 60127 -> HTTP ([ACK], Seq=1975360716, Ack=1277759277, Win=8146)
16 193.61.29.21 192.168.0.2 1506 1508 TCP 2016-02-26 18 6.097054 HTTP -> 60127 ([ACK], Seq=1277759277, Ack=1975360716, Win=3529)
17 193.61.29.21 192.168.0.2 1506 1506 CcP 2016-02-26 18: 6.115534 HTTP -> 60127 ([ACK], Seq=1277760729, Ack=1975360716, Win=3529)
1810218802 102 81 20 21 54 54 TCR 2016-02-26 18:35:34 A 116581 AN197 s LUTTD (IACK] San-1Q7528N718 Ack=1277782181 Win-214R)
Details Values
» & Packet
» & Ethernet-Header
» & IP-Header
¥ & TCP-Header

@, Length 20 bytes

@, Source Port 80 (HTTP)

@, Destination Port 60127 . .

@, Sequence number 1277757817 SOUFCG Port DeS'[Inatlon POI’t

QAcknowledgemem n.. 1975360716

@, Data offset 5

» & Flags 0x10 (ACK)

@, Winsize 3529

@, Checksum 0xf19e

@, urp 0x0000
» & Payload
0000: 00 24 9B ©8 57 ES 20 4E 7F E2 F4 AE @8 00 45 00 ©5 D4 32 67 4@ @0 35 06 6E CO C1 3D 1D 15 (@ A8 00 02 75 BD 9C CC 50 10 @D (9 .S..W. N .....E...2g®.5.n..=.......P..L).yu...P...
0050: F1 9E 00 00 48 54 54 50 2F 31 2E 31 20 32 30 30 20 4F 4B @D QA 44 61 74 65 3A 20 46 72 69 2C 20 32 36 36 20 31 38 3A 33 35 3A ....HTTP/1.1 200 OK..Date: Fri, 26 Feb 2016 18:35:
0100: 33 33 20 47 4D 54 @D QA 53 65 72 76 65 72 3A 20 41 70 61 63 68 65 2F 32 2E 32 2E 33 31 20 28 55 6E 69 78 29 20 53 56 4E 2F 31 2E 37 2E 32 30 20 6D 6F 33 GMT..Server: Apache/2.2.31 (Unix) SVN/1.7.20 mo
0150: 64 S5F 66 63 67 69 64 2F 32 2E 33 2E 39 20 44 41 56 2F 32 20 50 48 50 2F 35 2E 33 2E 32 39 20 6D 6F 64 SF 73 73 6C 2F 32 2E 32 2E 33 31 20 4F 70 65 6E d_fcgid/2.3.9 DAV/2 PHP/5.3.29 mod_ss1/2.2.31 Open
0200: 53 53 4C 2F 31 2E 30 2E 31 70 20 6D 6F 64 SF 70 65 72 6C 2F 32 2E 30 2E 34 20 50 65 72 6C 2F 76 35 2E 31 32 2E 35 @D @A 58 2D 46 72 61 6D 65 2D 4F 70  SSL/1.0.1p mod_perl/2.0.4 Perl/v5.12.5..X-Frame-Op
0250: 74 69 6F 6E 73 3A 20 53 41 4D 45 4F 52 49 47 49 4E OD @A 58 2D 50 6F 77 65 72 65 64 2D 42 79 3A 20 50 48 50 2F 35 2E 33 2E 32 39 @D @A 45 78 7@ 69 72  tions: SAMEORIGIN..X-Powered-By: PHP/5.3.29..Expir
0300: 65 73 3A 20 54 68 75 2C 20 31 39 20 4E 6F 76 20 31 39 38 31 20 30 38 3A 35 32 3A 30 30 20 47 4D 54 @D @A 43 61 63 68 65 2D 43 6F 6E 74 72 6F 6C 3A 20 es: Thu, 19 Nov 1981 ©8:52:00 GMT..Cache-Control:
0350: 6E 6F 2D 73 74 6F 72 65 2C 20 6E 6F 2D 63 61 63 68 65 2C 20 6D 75 73 74 2D 72 65 76 61 6C 69 64 61 74 65 2C 20 70 6F 73 74 2D 63 68 65 63 6B 3D 30 2C no-store, no-cache, must-revalidate, post-check=0,
0400: 20 72 65 2D 63 68 65 63 6B 3D 30 @D @A 50 72 61 67 6D 61 3A 20 6E 6F 2D 63 61 63 68 65 @D @A 58 2D 58 53 53 2D 50 72 6F 74 65 63 74 69 6F 6E 3A 20 pre-check=0..Pragma: no-cache..X-XSS-Protection:
©450: 31 3B 20 6D 6F 64 65 3D 62 6C 6F 63 6B @D QA 4B 65 65 70 2D 41 6C 69 76 65 3A 20 74 69 6D 65 6F 75 74 3D 35 2C 20 6D 61 78 3D 31 30 30 @D @A 43 6F 6E  1; mode=block..Keep-Alive: timeout=5
0500: 6E 65 63 74 69 6F 6E 3A 20 4B 65 65 70 2D 41 6C 69 76 65 @D QA 54 72 61 6E 73 66 65 72 2D 45 6E 63 6F 64 69 6E 67 3A 20 63 68 75 6E 6B 65 64 @D @A 43 nection: Keep-Alive..Transfer-Encodin
0550: 6F 6E 74 65 6E 74 2D 54 79 70 65 3A 20 74 65 78 74 2F 68 74 6D 6C 3B 20 63 68 61 72 73 65 74 3D 75 74 66 2D 38 OD @A @D OA 34 38 64 65 @D @A 3C 21 64 ontent-Type: text/html; charset=utf-8.. .
0600: 6F 63 74 79 70 65 20 68 74 6D 6C 3E @A 3C 68 74 6D 6C 20 6C 61 6E 67 3D 22 65 6E 22 3E @A 20 20 20 20 3C 68 65 61 64 3E OA @9 @9 3C 6D 65 74 61 20 68 octype html>.<html lang="en">. <head>...<meta h
0650: 74 74 70 2D 65 71 75 69 76 3D 22 63 6F 6E 74 65 6E 74 2D 74 79 70 65 22 20 63 6F 6E 74 65 6E 74 3D 22 74 65 78 74 2F 68 74 6D 6C 3B 20 63 68 61 72 73  ttp-equi ontent-type" content: ; chars
0700: 65 74 3D 75 74 66 2D 38 22 20 2F 3E QA 20 20 20 20 20 20 20 20 3C 6D 65 74 61 20 6E 61 6D 65 3D 22 76 69 65 77 7@ 6F 72 74 22 20 63 6F 6E 74 65 6E 74 et=utf-8" />. <meta name="viewport" content
0750: 3D 22 77 69 64 74 68 3D 64 65 76 69 63 65 2D 77 69 64 74 68 2C 20 69 6E 69 74 69 61 6C 2D 73 63 61 6C 65 3D 31 2E 30 22 3E QA @3 09 3C 74 69 74 6C 65 ="width=device-width, initial-scale=1.0">...<title
0800: 3E 48 6F 6D 65 20 2D 20 44 65 70 61 72 74 6D 65 6E 74 20 6F 66 20 43 6F 6D 70 75 74 65 72 20 53 63 69 65 6E 63 65 20 61 6E 64 20 49 6E 66 6F 72 6D 61 >Home - Department of Computer Science and Informa
0850: 74 69 6F 6E 20 53 79 73 74 65 6D 73 3C 2F 74 69 74 6C 65 3E A 20 20 20 20 20 20 20 20 OA 20 20 20 20 20 20 20 20 3C 6C 69 6E 6B 20 68 72 65 66 3D 27 tion Systems</title>. . <link href="
900: 2F 2F 66 6F 6E 74 73 2E 67 6F 6F 67 6C 65 61 70 69 73 2E 63 6F 6D 2F 63 73 73 3F 66 61 6D 69 6C 79 3D 52 6F 62 6F 74 6F 3A 34 30 30 2C 37 30 30 2C 34 //fonts.googleapis.com/css?family=Roboto:400,700,4
0950: 30 30 69 74 61 6C 69 63 2C 37 30 30 69 74 61 6C 69 63 27 20 72 65 6C 3D 27 73 74 79 6C 65 73 68 65 65 74 27 20 74 79 70 65 3D 27 74 65 78 74 2F 63 73  @0italic,70@italic’ rel="stylesheet' type='text/cs
1000: 73 27 3E @A 20 20 20 20 20 20 20 20 3C 6C 69 6E 6B 20 72 65 6C 3D 22 73 74 79 6C 65 73 68 65 65 74 22 20 68 72 65 66 3D 22 2F 73 69 74 65 2F 74 65 6D s'>. <link rel="stylesheet" href="/site/tem
1050: 70 6C 61 74 65 73 2F 73 74 79 6C 65 73 2F 6D 61 69 6E 2E 63 73 73 22 3E OA 20 20 20 20 20 20 20 20 3C 21 2D 2D 5B 69 66 20 6C 74 65 20 49 45 20 38 5D plates/styles/main.css">. <!--[if lte IE 8]
1100: 3E QA 20 20 20 20 20 20 20 20 3C 6C 69 6E 6B 20 72 65 6C 3D 22 73 74 79 6C 65 73 68 65 65 74 22 20 6D 65 64 69 61 3D 22 73 63 72 65 65 6E 22 20 68 72 >. <link rel="stylesheet" media="screen" hr
1150: 65 66 3D 22 2F 73 69 74 65 2F 74 65 6D 70 6C 61 74 65 73 2F 73 74 79 6C 65 73 2F 67 72 69 64 73 2D 72 65 73 70 6F 6E 73 69 76 65 2D 6F 6C 64 2D 69 65 ef="/site/templates/styles/arids-responsive-old-ie

Fileformat: 2.4 Snaplength:

656535 bytes Linktype: ETHERNET (DLT_EN10OMB) Filesize: 53859 bytes Packets: 93 of 93 (1 selected)



10.34. Sequence and Acknowledgement Numbers

e TCP views data as an ordered stream of bytes
e sequence numbers are with respect to the stream of transmitted bytes
e the sequence number for a segment is therefore the byte-stream number of the first data byte in the

segment

the receiver uses the sequence number to re-order segments arriving out of order and to compute an
acknowledgement number

an acknowledgement number identifies the sequence number of the incoming data that the receiver

expects next

suppose Host A has received bytes 0 through 535 and 900 through 1000 from Host B, but not bytes
536 through 899

e A's next segment to B will contain 536 in the acknowledgement number field
e TCP only acknowledges bytes up to the first missing byte in the stream
e TCP is said to provide cumulative acknowledgements

10.35. Example: Lost Acknowledgement

Host A

Timeout — P&CW“

Time Time

Host A sends one segment to Host B

this segment has sequence number 92 and contains 8 bytes of data
the acknowledgement from B is lost

A retransmits after its timer expires



10.36. Example: Single Retransmission

Host A

seqg=92 timeout interval —

seg=92 timeout interval —

Time Time

e Host A sends two segments back to back to Host B

e acknowledgements from B arrive only after timeout

e if acknowledgement for second segment arrives before the new timeout, the second segment will
not be retransmitted



10.37. Example: No Retransmission Necessary

Host A Host B

r r

Seg=92 timeout interval —

Time Time

e Host A sends two segments back to back to Host B (as in previous example)
e suppose the acknowledgement for the first segment is lost
e if second acknowledgement arrives before timeout, A does not retransmit either segment

10.38. Flow Control

e TCP uses a window mechanism to control the flow of data

e when a connection is established, each end of the connection allocates a buffer to hold incoming
data, and sends the size of the buffer to the other end

e as data arrives, the receiver sends acknowledgements together with the amount of buffer space
available called a window advertisement

e if the receiving application can read data as quickly as it arrives, the receiver will send a positive
window advertisement with each acknowledgement

e however, if the sender is faster than the receiver, incoming data will eventually fill the receiver's
buffer, causing the receiver to advertise a zero window

e a sender that receives a zero window advertisement must stop sending until it receives a positive
window advertisement



10.39. Flow Control Example

Sender Events Receiver Events
|- advertise window=2500

send data octets 1-1000 e
send data octets 1001-2000 —___
send data octets 2001-2500 —}__ ack up to 1000, window=1500
- — ack up to 2000, window=500
receive ack for 1000 —{= s ack up to 2500, window=0
receive ack for 2000 —j=
receive ack for 2500 =

Yy

- application reads 2000 octets
ack up to 2500, window=2000
send data octets 2501-3500 —jet——
send data octets 3501-4500 —__
& ack up to 3500, window=1000
i ck up to 4500, window=0

recelve ack for 3500 —j=
receive ack for 4500 —= application reads 1000 octets
— ack up to 4500, window=1000

receive ack for 4500 =

e sender is using a maximum segment size of 1000 bytes

e receiver advertises an initial window size of 2500 bytes

e sender transmits three segments (two containing 1000 bytes and one containing 500 bytes); then
waits for an acknowledgement

e the first three segments fill the receiver's buffer faster than the receiving application can consume
the data, so the advertised window reaches zero

e after the application reads 2000 bytes, the receiving TCP sends an additional acknowledgement
advertising a window of 2000 bytes

e sender responds by sending two 1000-byte segments resulting in another zero window

e application reads 1000 bytes, so the receiving TCP sends an acknowledgement with a positive
window size

10.40. TCP Connection Establishment

e connections are established by means of a three-way handshake
e cach side sends a control message, specifying window size and Initial Sequence Number (ISN)
which is randomly chosen
e arandom ISN reduces the chance of a "lost" segment from an already-terminated connection being
considered part of this connection
e the three steps are:
o the sender sends a TCP segment (including window size and ISN) with the SYN flag on
o the recipient sends a segment (including window size and ISN) with both SYN and ACK
flags on
o the sender replies with ACK



10.41. Example: Connection Establishment

Events at Host 1 Events at Host 2

send SYN —_

a1 receive SYN
— send SYN + ACK

receive SYN + ACK —|=
send ACK ——

— receive ACK

y

host 1 opens the connection with an ISN
host 2 accepts the connect request by sending a TCP segment which
o acknowledges host 1's request (ACK flag on)
o sets acknowledgement number to ISN+1
o makes its own connection request (SYN flag on) with an ISN
host 1 acknowledges this request
note that the SYN flag "consumes" one byte of sequence space so that it can be acknowledged
unambiguously

10.42. TCP Example SYN

e0e® dcs.pcap

. 4 — Q
Open Capture Jump Find Print Filter
Id  Source Destination Captured Length Packet Length Protocol Date Received Time Delta Information

192.168.0.2 193.61.29.21 2016-02-26 18:3! A 60127 -> HTTP ([SYN], Seq=1975360106, Ack=0, Win=65535
8  193.61.29.21 192.168.0.2 66 66 TCP 2016-02-26 18:35:33.... 4.741914 HTTP -> 60127 ([ACK, SYN], Seq=1277757816, Ack=1975360107, Win=5840)
9  192.168.0.2 193.61.29.21 54 54 CcP 2016-02-26 18:35:33.... 4.742095 60127 -> HTTP ([ACK], Seq=1975360107, Ack=1277757817, Win=8192)
10 192.168.0.2 193.61.29.21 663 663 cep 2016-02-26 18:35:33.... 4.744873 60127 -> HTTP ([ACK, PUSH], Seq=1975360107, Ack=1277757817, Win=8192)
11 193.61.29.21 192.168.0.2 60 60 CcP 2016-02-26 18:35:33.... 4.783623 HTTP -> 60127 ([ACK], Seq=1277757817, Ack=1975360716, Win=3529)
12 193.61.29.21 192.168.0.2 62 62 cP 2016-02-26 18:35:34.... 6.072765 HTTP -> 60127 ([ACK, PUSH]), Seq=1277759269, Ack=1975360716, Win=3529)
13 192.168.0.2 193.61.29.21 66 66 TCP 2016-02-26 18:35:34.... 6.072855 60127 -> HTTP ([ACK], Seq=1975360716, Ack=1277757817, Win=8192)
14 193.61.29.21 192.168.0.2 1506 1506 TCcP 2016-02-26 18:35:34.... 6.085026 HTTP -> 60127 ([ACK], Seq=1277757817, Ack=1975360716, Win=3529)
Details Values

» & Packet

» ¢ Ethernet-Header
» & IP-Header

v ¢ TCP-Header

@, Length 44 bytes
@, Source Port 60127
@, Destination Port 80 (HTTP)

@, Sequence number 1975360106
@, Acknowledgement n... 0

@, Data offset 1
v {Flags 0x02 (SYN)

@, Congestion Wind... 0
&, ECN-Echo 0 Initial Sequence Number
@, Urgent 0
@, Acknowledgment O
@, Push 0
@) Reset 0
@, syn 1
@, Fin 0

@, Winsize 65535

@, Checksum 0x9f2f

@, urp 0x0000

» & Options

00: 20 4E 7F E2 F4
50: 9F 2F 00 00 02

Fileformat: 2.4 Snaplength: 65535 bytes Linktype: ETHERNET (DLT_EN10MB) Filesize: 53859 bytes Packets: 93 of 93 (1 selected)



10.43. TCP Example ACK+SYN

[ ] [ ] dcs.pcap
o = = Q
pon g AN AN
Open Capture Jump Find Print Filter
Id  Source Destination Captured Length Packet Length Protocol Date Received Time Delta Information
7  192.168.0.2 193.61.29.21 78 78 TCP 2016-02-26 18:35:33.... 4.709829 60127 -> HTTP ([SYN], Seq=1975360106, Ack=0, Win=65535)
193.61.29.21 192.168.0.2 2016-02-26 18:35:33.... 4.741914 HTTP -> 60127 ([ACK, SYN], Seq=1277757816, Ack=1975360107, Win=5840
9  192.168.0.2 193.61.29.21 54 54 CcpP 2016-02-26 18:35:3: 4.742095 60127 -> HTTP ([ACK], Seq=1975360107, Ack=1277757817, Win=8192)
10 192.168.0.2 193.61.29.21 663 663 TCP 2016-02-26 18:35:33.... 4.744873 60127 -> HTTP ([ACK, PUSH], Seq=1975360107, Ack=1277757817, Win=8192)
11 193.61.29.21 192.168.0.2 60 60 CcP 2016-02-26 18:35:33.... 4.783623 HTTP -> 60127 ([ACK], Seq=1277757817, Ack=1975360716, Win=3529)
12 193.61.29.21 192.168.0.2 62 62 TCP 2016-02-26 18:35:34.... 6.072765 HTTP -> 60127 ([ACK, PUSH]), Seq=1277759269, Ack=1975360716, Win=3529)
13 192.168.0.2 193.61.29.21 66 66 CP 2016-02-26 18:35:34.... 6.072855 60127 -> HTTP ([ACK], Seq=1975360716, Ack=1277757817, Win=8192)
14 193.61.29.21 192.168.0.2 1506 1506 CcP 2016-02-26 18:35:34.... 6.085026 HTTP -> 60127 ([ACK], Seq=1277757817, Ack=1975360716, Win=3529)
Details Values
» & Packet

» & Ethernet-Header
» & IP-Header
¥ & TCP-Header
@, Length
@, Source Port
@, Destination Port
@, Sequence number

@, Acknowledgement n...

@, Data offset
v & Flags

@, Congestion Wind...

@, ECN-Echo
@, Urgent
@, Acknowledgment
@, Push
@ Reset
@, syn
@, Fin

@, Winsize

@, Checksum

@, urp

» & Options

00 24 98 @8 57 2
68 40 00 00 02 04 O

®
m
&

00:
50:

32 bytes

80 (HTTP)
60127
1277757816
1975360107

8
0x12 (ACK, SYN)

- oo =000

0

5840
0x6840
0x0000

Acknowledgement Number = ISN + 1

Fileformat: 2.4 Snaplength: 65535 bytes Linktype: ETHERNET (DLT_EN10MB) Filesize: 53859 bytes Packets: 93 of 93 (1 selected)

10.44. SYN Flood Attack

SYN Flood Attack is a type of Denial of Service (DoS) attack

attacker sends a large number of TCP SYN segments without completing the third handshake step
server sets up buffer space etc. for all SYN requests and so consumes all its resources

solution is for server to choose as ISN a hash function of

o source and destination IP addresses
o source and destination port numbers
o secret number known only to the server
not to allocate resources until third handshake step
nor to remember ISN
if an ACK comes back, it can compute the hash value and check it against the ACK value (minus

one)

e if no ACK, no resources have been allocated



10.45. TCP Connection Release

Events at Host 1 . Events at Host 2

send FIN + ACK —]

»~! _ receive FIN + ACK
— send FIN + ACK

receive FIN + ACK —]«
send ACK —

=1 receive ACK

Y |

e a three-way handshake is also used to terminate a connection

e in this example, host 1 terminates the connection by transmitting a segment with the FIN flag set
containing optional data

e host 2 acknowledges this (the FIN flag also consumes one byte of sequence space) and sets its own
FIN flag

e the third and last segment contains host 1's acknowledgement of host 2's FIN flag

10.46. Congestion Control

packet loss typically results from buffer overflow in routers as the network becomes congested

congestion results from too many senders trying to send data at too high a rate

packet retransmission treats a symptom of congestion, but not the cause

to treat the cause, senders must be "throttled" (reduce their rate)

TCP implements a congestion control algorithm based on perceived congestion by the sender:
o if it perceives little congestion, it increases its send rate
o if it perceives there is congestion, it reduces its send rate

e we will not cover the details of how TCP does this

10.47. Links to more information

e The companion web site for Tanenbaum's book, Chapter 6.

See Chapter 3 of [Kurose and Ross], Chapters 25 and 26 of [Comer] and parts of Chapter 6 of
[Tanenbaum].



http://www.cs.vu.nl/~ast/CN5/

